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Objective: Maximize Synergies
Visa/Microsoft Working Group

.1y Ensure broadest fit/synergy with Visa

# Whole > sum of parts
— Technology/Systems
—~ Point of Transaction Strategy
— Brands
— Visa Interactive

@ Reflected in all aspects of agreement
— Letter of intent
— Press Release(s)

VisaMicrosott 8723 Visa Confidential
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MS "Dea" Objective: Joint Development
Visa/Microsoft Working Group

VISA

4 Electronic commerce on open networks
& Remote banking and electronic bill payment
i Operating system for chip cards

Billing system for interactive cable

Visa/Microsoft 8/23 Visa Confidential
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Proposed Scope: First Step
Visa/Microsoft Working Group |

i Electronic Commerce
— Secure payment instructions
— Privacy for purchase order

— Authenticated contract between cardholder and
merchant

Visa/Microsoft 8/23 Visa Contfidential
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Proposed Scope: Next Opportunities
Visa/Microsoft Working Group

# Remote banking and electronic bill payment
— Visa Interactive
« EBMS
* ePay
— Microsoft Money

#@ Operating system for integrated circuit cards

@ Billing system for interactive cable

Visa/Microsoft /23 Visa Confidential
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Electronic Banking Access

Visa/Microsoft Working Group

Personal Computer [

Screen Phone

c"": ¥ :-'h‘ ‘
Eshg‘ 3
anh Tone Phone

Financial
Institution
[Visa Members]

Yisa/Microsoft &/21

¥ «—— Access Device —»
Message Standard

(ADMS)

Electronic Banking
Message Standard

/ (EBMS)

1 <—1S0 8583—»

Visa Confidential
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ATM System »
Infrastructure
[Regional Switch]
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ePay

Visa/Microsoft Working Group

=

G Payment
Instruction

VisaMicrosolt 8/23

Consumer Bank

ePay
[ — Payment
Order .
— Visa

Biller Bank

Visa Confidential
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Electronic Commerce
Visa/Microsoft Working Group

_VISA

YisaMicrosoft 8/23

In;en‘ace

Visa Confidential
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Background: Use of Secret (Symmetric) Key
Visa/Microsoft Working Group |

Example: PIN atan ATM - Data Encryption Standard (DES)

Encryption Decryption
CLEAR DATA (e.g., PIN) | ENCRYPTED DATA
DES Same DES

(encrypt mode)| =< SECRET KEY— | (decrypt mode)

' Y

ENCRYPTED DATA CLEAR DATA (e.g., PIN)

Visa/Microsoh /23 Visa Confidential
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Background: Use of Public (Asymmetric) Key
Visa/Microsoft Working Group

Example: RSA Algorithm Using Key Pair (1,2)

Encryption Decryption
CLEAR DATA ENCRYPTED DATA
Key Pair
RSA - Key 1 Key 2 —» RSA
ENCRYPTED DATA CLEAR DATA

Visa/Microsoft 8/22 Visa Confidential 10
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Eiectronic Commerce: Secure Payment ]
Visa/Microsoft Working Group ﬁ}ggAm

A [Pymtlnfo]-f-P.O.’ B

Visa Public Key D
F [ VisaPrivate Key
G
- Legend -
P
A/B - Consumer Client/Server Pair ymtinfo
C/D - Payment Service Client/Server Pair
E/F - Encoder/Decoder
G - VisaNet Gateway
Visa/Microsoft 823 Visa Confidential 11
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Electronic Commerce: Secure Purchase

Visa/Microsoft Working Group

_‘_([Pymt Info] + P.O.) -

D

E
F
G
H
|

- Legend -

A/B - Consumer ClientVServer Pair
C/D - Payment Service Client/Server Pair

- Consumer Client Encoder
- Payment Service Decoder
- VisaNet Gateway

- Merchant Decoder
- Certificate Authority

G

Pymt Info

Visa/Microsolt 823

Visa Confidential

Certificate
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Electronic Commerce: Authenticated Purchase

Visa/Microsoft Working Group

[([Pymtinfo'] + P.O.) + Cert]

eMail

[Pymt info']

D

- Legend -
A/B = Consumer Client/Server Pair

E = Consumer Client Encoder
F = Payment Service Decoder
G = VisaNet Gateway
H = Merchant Decoder
| = Certificate Authority

CRL = Cettificate Revocation List

C/D = Payment Service Client/Server Pair

G

Pymtinto
Merchant Certificate
Consumer Certificate

VisaMicrosoft /23

Visa Confidential

Certificate

Authority |
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Use of Public Key Pairs
Visa/Microsoft Working Group

1. Payment instructions

E with Visa Public Key

F with Visa Private Key

2. Purchase Order

E with
Merchant Public Key

H with
Merchant Private Key

3. Consumer Certificate | with CA Private Key H with CA Public Key
4. Whole Transaction E with H with
(or Message Digest) Cardholder's Private Key Cardholder's Public Key

1
[ ( (Payment Instruction] + Purchase Ord

Visa/Microsoft 8/23

Visa Confidential

2 4
3
er ) + [Certificate] ]
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Assets and Responsibilities: A First Cut

Visa/Microsoft Working Group

A. Consumer Client Microsoft | Consumer | Microsoft
B. Consumer Server Microsoft Merchant | Microsoft
C. lPayment Service Client Microsoft Merchant | Visa

D. Payment Service Server  |Microsoft | Visa Visa

E. Encoder Microsoft Consumer| Microsoft
F. Payment Services Decoder |Visa/RSA Visa RSA

G. Visa Gateway Visa Visa Visa

H. Merchant Decoder Microsoft Merchant | Microsoft
I. Certificate Authority Visa Joint ? Joint ?

VisaMicrosoft 8/23

Visa Confidential




